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La Fabbrica Ideale
Cisco Validated Design for Manufacturing





Internet

Enterprise Zone
Level 4-5

Clouds

Enterprise
LAN

DMZ

Industrial Demilitarized Zone
(IDMZ)

Plant
Firewalls

Industrial Zone – Plant Wide Network 

Levels 0-3
Level 3 – Site Operations 

Control Room

Cell/Area Zone Level 0-2 Cell/Area Zone Level 0-2 Cell/Area Zone Level 0-2

Wide Area Network (WAN)
Data Center – Virtualized Servers



Digital Manufacturing Journey
Along a Digital Roadmap
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An IoT data fabric is needed
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Industrial Security
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Industrial Collaboration
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Research & Development
New Products Introduction
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New Collaboration Services

Webex

Human-Machine 
Interaction with bots
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Webex Board: Connected R&D
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