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Da Industria 4.0 a Impresa 4.0

H#HDIGITALIANI
Industria 4.0 Impresa 4.0
Focus su linea di produzione, Focus sul valore del digitale al
Fabbrica e Macchine servizio dell” Impresa

Manifatturiera Italiana
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Cisco Impresa 4.0 Solutions

Connected Factory
(Assets, Machines, Robots, loT,
People)

Factory Security

Industrial Collaboration

Connected R&D
Academy 4.0
Factory Collaboration

Document Digitization
&
Visual Factory
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Smart Logistic
&
Physical Security

Connected Products
&
Servitization




Digital Manufacturing Roadmap

VALUE f | Digital Supply
Advanced solutions Chain
Factory Network
Connected Factory Security
Factory Partially connected
_ Machine As a Service
Connected Data Integration
Platform & Advanced
Products Machine Maintenance services
connected




Connected Factory
Solutions



Connected Factory
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Connected Factory

1 Network: Open, Standard-based, Secure, Scalable
Enterprise & Industrial Protocols

Network-As-A-Sensor built-in security

Integrates Manufacturing Systems + Business networks
Enables real time visibility to business applications
Reduce downtime

Improved OEE and productivity

Increase safety

F
- < €
-]
i 104
|
= (]
= ’
]
= 1052 rT'
o
< oo ([ -
e300
)
3

%:&

Mﬁﬁﬁ‘.rﬁ:& .!:

Express
4 combo  Setup pin
GE uplinks

Advanced ASIC with
new capabilities and
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New

Dying Gasp
support (10 ms) guuiSiAX

170W PSU
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Dual Ground connections

« TSN (Time Sensitive Networks) support

« Industrial Network Director
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AVG with free movement
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Factory Security

Enterprise Network

Site Business Planning and Logistics Network

IDMZ

Site I\/Ianufacturlng Oper{atlons and Control

Area Control

Basic Control
Process
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Business continuity,
availability, integrity

Quick crisis management and
response

Reduce downtime

New business models
Remote maintenance
Remote collaboration

3 steps security
1: Secured Connectivity
2: Secured Visibility and Control
3: Converged Security and Depth



Cybersecurity nelle reti industriali d’'impianto.

Evoluzione della sicurezza nelle celle industriali.

A. Conoscere quello che si vuole proteggere — INVENTARIO ICS

B. Classificare i sistemi in ordine di criticita (sistemi Safety)

C. Mappare le interdipendenze tra i sistemi ICS-PLC

D. Identificare I'esposizione dei sistemi a vulnerabilita note

E. Definire una strategia di ripristino dei sistemi compromessi

COLLABORAZIONE TRAIT e OT

F. Big Data — Archiviazione dei dati provenienti dalle reti industriali
G. Machine Learning — Definire i comportamenti «normali» dei sistemi



Physical Safety & Security

"""""""

Safety and Physical Access Security
Locate people in case of emergency

Emergency notification, Man Down

Avoided incident management costs and penalties
Movement of contractors and visitors
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Smart Logistic, Asset tracking

= Real time Equipment and Asset visibility, locati
condition

= Track supplies in transit
= |nventory accuracy
= Improved equipment utilization

= Real time push notification

= Correlate location of asset and operator to minimize
down time
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La localizzazione dei prodotti siderurgici negli impianti produttivi.
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Equipment Health Monitoring, Retrofit,

Manufacturing workflow apps

tAPI

loT
FOG/EDGE

.

Vibration Pressure Power
Sensors Sensors Sensors

PLCs

Factory

Fanuc

Predictive Maintenance

Capabilities

Real-time monitoring of equipment state and condition
Easy to read trending data

Automated policy to notify factory staff potential issues
before they occur

Real-time visibility
Enables steps toward predictive maintenance

Improved issue response time




Industry Collaboration Telepresence

Remote Support

Smart Glasses and
Helmets

Spark:

Human-Machine
Interaction with bots




Collaboration: Collaboration:
Horizontal processes Vertical processes




Fluid-o-tech Visual Factory



Connected Machine
Solutions



Connected Machine & Servitization

Custom Apps
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Secure Data Delivery

Analytics
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Cisco Kinetic
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Solution Benefits

Data Extraction from Machine

Machine Security

New revenue stream thanks to new services

Predictive maintenance, zero downtime, machine
running, Data Analytics, Remote support

 Machine Retrofit

Predictive Maintenance & Machine learning

* Machine-As-A-Service

2 Jul, 2014 BS-01-01-AA3-

BS-01-01: 7 Day Load




Hydroservice

Connected Machines and Predictive Maintenance

SAP CLOUD

HANA ANALYTICS & PREDICTIVE
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[« @ -@-| REALTIME
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STATISTICS &

TRENDS

ALARMS

software providing:

I | - Smart
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Ecosystem 4

*|/O signals acquisition
*Variable engineering
*Protocols conversion
*Security & Authentication

‘HYDROSERVICE SpA.
HYDRAULIC PLANTS



We are innovating manufacturing

But not everything goes
right

Take care
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